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Introduction

The E-ZAK electronic tool is created in compliance with Act No. 134/2016, Public Procurement Act
(hereinafter referred to as the PPA), and is certified according to Decree No. 260/2016 Coll., stipulating the
detailed conditions for electronic tools, electronic acts in public procurement and the certificate of
conformity. The details are available at the product website.

The main functions of this tool for support of electronic public procurement include:

® list of public contracts — E-ZAK provides a list of the current and closed public contracts of a given
contracting authority together with the basic information about the public contract,

® provision of procurement documents in electronic format — allows provision of unrestricted and
direct remote access to public procurement documents, or allowing access to it on the basis of
approval of an electronically submitted request,

® cxplanations/supplementation/change of documents — the system receives an electronic request for
explanation of the procurement documents, notifies the authorised persons, allows a response to such
requests and appropriately redistributes and publishes the reply,

e calls to contractors — for public procurement initiated by sending calls or on the basis of a framework
agreement, the selected contractors shall receive an electronic call within the system and at the same
time a notification e-mail shall be sent to them containing the message that they have received a
message in the E-ZAK system and where they can pick it up upon login,

® submission of electronic bids and requests for participation, if this is required by the contracting
authority within the framework of the given procurement procedure,

® clectronic auction pursuant to the PPA as an optional method for evaluation of tenders, if this is
required by the contracting authority within a given procurement procedure,

dynamic purchasing system as a fully automatic electronic public procurement system,

award of contracts on the basis of framework agreements (so-called mini tenders) for contractors
who have concluded a framework agreement with the contracting authority,

e internal message system — via an internal message system, the users (on the side of the contractor or
contracting authority) are informed about calls, change in the procurement documents and other
facts, which are tied to public contracts in their competency (the users are notified of internal
messages via e-mails to the address stated in the user profile),

® user administration — the system allows comfortable administration of registered contractor
organisations, related user accounts as well as any organisational units,

® procurement of electronic operations records — all tasks in the system are automatically archived and
clearly linked to the time and person who realised the operation.

E-ZAK system operating requirements

E-ZAK is a so-called web application, which on the user side requires an ordinary web browser to run
(Mozilla Firefox, MS Internet Explorer version 11 minimum, Google Chrome), at best the latest versions,
with several settings stated below.

Note: Chrome web browser from version 42 to version 44 has disabled Java applet support — procedure
for change of settings, visit http.//java.com/en/download/fag/chrome.xml article “Enabling NPAPI in
Chrome Version 42 and later”. From version 45, it does not include Java applet support at all. More
information in the chapter Electronic signature.

For functionality of the application, it is a necessary condition to use a browser with JavaScriptsupport,
JavaScript and storage Cookies should also be enabled.

Further, to work with the electronic signature, which is used to send messages and electronic bids, it is
necessary in the web browser to install and enable Oracle Java (respectively, JRE — Java Runtime
Environment v 1.8) at best in the latest version (you can test the application, for instance, at the website
http://java.com/en/download/installed.jsp — using the the button [ Verify Java Version] or actual test of the
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system, refer to the chapter “Browser settings test”; the newest version is available from the address
http://www.java.com). Alternative Java versions also exist, also encryption and electronic signature
functionality, which is however not guaranteed. For the browsers Chrome from version 45, Mozilla Firefox
from version 34 and Microsoft Edge from version 12, an alternative solution is available without use of Java
applet, more information in the chapter Electronic signature.

System MacOS should be compatible, but it has not been fully tested. Mac users may experience issues using
electronic signature.

Security

The E-ZAK electronic tool uses encryption to protect transmitted data. For this purpose, it uses a server
certificate issued by the certification authority (the address in the browser starts with https://).

From 1 January 2010, certificates with stronger security (SHA-2) are provided, which are compatible
also with the older OS, such as Windows 2000, 98, 95, NT. In Windows XP, it is necessary to install
Service Pack 3, otherwise this system cannot display the pages. For correct functionality, we however
recommend using Windows Vista, or higher.

If this Issuer Certification Authority does not have its certificate pre-set in the web browser, then upon the
first visit to such an encrypted page, the web browser displays a message of the untrustworthiness of this web
browser, or untrustworthiness of the server certificate issued by an unknown authority.

In such case, we recommend importing a so-called root certificate (public key) of this CA into the web
browser — contact the provider to find out the CA that issued the server certificate for the E-ZAK version you
are using. A less suitable alternative is granting a security exemption.

Login

Without logging in to the system, the users from the ranks of the public have available a list of public
contracts with basic information, procurement documents, if it is provided by unrestricted and direct remote
access and, as the case may be, any explanation to a change of the procurement documents.

By logging in to the system as a contractor (see the chapter "User roles in the system"), the user gets further
interaction options within the framework of individual public contracts, e.g. Request for procurement
documents, if provided on demand, send a request for explanation of the procurement documents, read the
call within the framework of the procurement procedure, send an electronic bid, etc. For logging in, it is
necessary to have an active user account in the E-ZAK system.

If you have received an e-mail request to complete registration, see figure 1, then click the given link in it,
thus displaying a form in the browser for completion of registration. Fill-in the necessary data, particularly
the login name and password, and complete registration (details in the chapter “Contractor sign in”). This
situation is the result of the action of the contracting authority, who entered you/your organisation into the
system so that he could, for instance, send you a request.
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& Odpovédét = Preposiat [ Archivovat @ Smazst  Dalti =

E-ZAK Demo <noreply@qem.cz>
z ZAK/ C ZAK system 134

E-ZAK Demo <ezak@qem.cz>’

@ Tk s oyl et e cmplicdon ey I e p————

Dokonceni registrace organizace systému E-ZAK

Dobry den,
organizace byla zaregistrovéna do systému uvefejfiovéni vefejnych zakizek E-ZAK. Po klepnuti na
odkaz niZe si mGZete nastavit pfihlafovaci idaje do systému a dokonit registraci

registrace finis 3d0353b8f198287513294cfe0bbe281c5782 4ffc34c6bdfh 7932 14dScfdffa.ht

Zpréva byla vygenerovana automatizovanym systémem, prosime, neodpovidejte na ni.

Completion of the organization's registration in the system E-ZAK

Dear sir/madam,
organization " -: been registered in the system EZAK for public contracts publishing. After clicking
the link below, you can set your login information to complete the registration.
ttps://demo.zakazky-or
f §3d0353b8f198287513294cfe0b6e281c5782 4fffc34c6bdib7932 14dSchdifa. htr

This message was generated automatically by the system, please do not reply to it.

Figure 1: E-mail request to complete registration in the E-ZAK system

If you still do not have an account in the E-ZAK system, see the chapter “Contractor sign in”.

If you already have an account in the E-ZAK system and you know the username and password, then you
can login via the Login box in the left column. If you still do not have your own account in the system, ask
the E-ZAK administrator in your organisation to create one for you.

FOR PUBLIC o)

B Smérnice

B Profiles of Authorities
@ Contracts catalogue
B New contracts alerts

PROCUREMENT PROCEDURES %"

B Prior information notices
B Public contracts

& Search

& DPS

SIGN IN

User:

Password:

SIGN UP E

2 Browser requirements
# Forgotten password
© Contractor sign up

Public contracts of vefejného zadavatele

On this site you will find overview of published public contracts of the contracting authority vefejny zadavatel.

Not signed in users have access to basic information of public contracts and to procurement documents and its explanation
in the case that these are provided with unrestricted and full direct remote access. After signing in contractors have the
opportunity to interact within the relevant procurement procedures. If you are a contractor and do not have an accout in the
E-ZAK system yet, please sign up.

The E-ZAK system is certified by regulation no. 260/2016 Coll. in which are laid down detailed conditions relating to
electronic tools and electronic acts performed in procurement of public procurement procedures and details on the
certificate of conformity.

Detailed information about using the system can be found in user's manual (pgf 1.97 M5) and manual to applet for electronic
signature (pdf #62.47 KB\

In case of questions or troubles you can contact ezak@acm.cz.

Ongoing public contracts
Quick filter: receipt of tenders | receipt of requests to participate | registr smluv

Title

Public procurement regime  Procurement procedure phase  pate of commence [1  Time limit for tenders [ requests
eAUKCE

below-the-threshold Receipt of tenders 21.02.2017 29.03.2017 10:00

Stavba domu
above-the-threshold

Souhlas s ot. nabidky
below-the-threshold Evaluation 14.02.2017

Figure 2: E-ZAK home page — before login to the system

Receipt of tenders 17.02.2017 27.03.2017 09:00

15.02.2017 08:50

Login (username) and password are, so-called, case sensitive, i.e. small and capital letters are differentiated
both in the username and the password. It is necessary to remember this in case of login problems.

When setting the username and password, it is suitable to avoid usage of diacritics and spaces, preferably
also use of y/z due to the Czech/English keyboard and also some special characters that are difficult to access
on the Czech keyboard. Do not use easy to guess passwords, such as your name, surname: or names of
persons close to you, personal identification or telephone number, etc. It is possible to find many manuals on
the Internet on how to create quality, so-called, strong passwords, e.g. http://www.linuxexpres.cz/praxe/jak-
vytvorit-opravdu-silne-heslo. Remember that a correctly guessed password can result in abuse of your user

account by other people.


http://www.linuxexpres.cz/praxe/jak-vytvorit-opravdu-silne-heslo
http://www.linuxexpres.cz/praxe/jak-vytvorit-opravdu-silne-heslo
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Forgotten password

In case of a forgotten password, E-ZAK has the menu item Forgotten password in the left column (it is
visible only to people who are not signed in). To renew a forgotten password, it is however necessary to
know the username and e-mail address of the user account. After filling in and sending the request, an e-mail
is sent to the stated e-mail address with instructions for setting a new password.

If the user contract does not even know the pair comprising the username — e-mail, it is necessary to verify
the status in the list of contractors — the item Overview of contractors in the left menu, or in the detail of your
organisation in the case of the actual users of the contractor.

Logout

After finishing work in the system, sign out. Do not forget to sign out of the system especially when working
on a computer to which other people also have access.

In the E-ZAK system, for safety reasons, automatic sign out after 60 minutes of inactivity has been set by
default (in some cases, this may be reduced to 30 minutes or less). You extend the sign-in time, for instance,
by refreshing the page (F5 or Ctrl+R) or clicking any link in the system.

User roles in the system

Electronic tool E-ZAK has a system of user roles. The user role is based on his classification in the
organisation. The basic roles in the system are:

e contracting authority — members of the organisation, which is the contracting authority of the
public contracts,

e administrator (admin) — members of the organisations, who fulfil the role of public contract
administrators — they may represent the contracting authority in the process of administration of
public contracts (Section 43 of the PPA),

e contractor — these are members of the supplier organisations, who register in the E-ZAK system;
contractors have access to permitted information within the framework of the individual public
contracts; however, they cannot manipulate it in any way — according to the nature of the public
contract, they may request procurement documents, download them, send requests, etc.,

e public — the general public visiting the electronic tool E-ZAK website; these users have access to the
basic information within the framework of the individual public contracts — according to the nature
of the public contract, they may download the procurement documents, read the answers to requests
for explanations/change of the procurement documents; last but not least, they have the option to
register as contractors.

Contractor sign in
To sign into the E-ZAK system, it is necessary:

e in the event that your organisation is already registered in the system, i.e. at least one member of
your organisation has a user account in the E-ZAK system, to request the user who is the
administrator of your organisation in the electronic tool E-ZAK to create a new user account for you

(see the chapter “Management of users and the organisation™),

e complete registration in the system, if you were prompted to do so by the contracting authority (see
Figure 1 in the chapter “Sign in”),

e if none of the members of your organisation has an account in the E-ZAK system, use the link
“Contractor sign in” in the Registration block on the left, see Figure 2.

For successful completion of registration, an electronic signature based on a qualified certificate may
be required — the contracting authority determines whether it is required or not. Additional details are
available in the chapter “Electronic signature”.
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Contractor
F i
\_} Matural person '® |egal person
CRN: DE111111] load from ARES
Official name:
Description:
Address:. 2 o er|f oo a

(optiona

(=]
b

Country of residenceplace of
business habitation: DE - Germany

O supplies

Activity type (as the contractor): O] )
(optional] services

o [ warks

Figure 3: Form for registration of contractor (short form)

At the beginning of new registration, select whether you will represent a contractor-legal entity or natural
person. Depending on this, the registration form is adapted. In the event that your web browser does not
support javascript, or its support has not been activated (however, we recommend setting this for further
work in the system), all the items in the registration form are displayed and marked appropriately.

The Contractor block is intended for the data of the contractor organisation/company in the case of a legal
entity; for a natural person, it is intended for the data of the “entrepreneur”. In the Official name field, enter
the name of the person according to the record in the commercial register, or trading licence. The
Description field is used for specification of the person, area of activity.

Always fill the next User block in the event that you are registering a legal entity — it is assignment of the
first user to the newly registered organisation. This user is automatically configured as the administrator of
the organisation in the E-ZAK system (see the chapter “Management of users and the organisation”).
Contractor-natural person fills the User block only if the person who will perform tasks in the E-ZAK
system differs from the natural person-contractor.

In the Login credentials block, always fill-in (legal entity and natural person) the login name (login) and
password of the user — contact person.

This registration creates your contractor organisation in the E-ZAK system and assigns a user (contact
person) to it in the role of administrator of the organisation in the E-ZAK system (see the chapter
“Management of users and the organisation”).

After clicking the button Continue in registration, an overview of the entered data shall be displayed and
you will be prompted to sign the registration with an electronic signature, see figure 4 (signature variant
using Java applet, for details see the chapter Electronic signature). Using the button Back to edit under the
data overview, you have the option to edit the entered data.
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Contractor registration - sign

Avoid electronic signing

Please check the entered data before signing and submitting the . ) )
registration. Vyberte certifikat k podpisu {(a zadejte heslo)

Signing a message with an electronic signature is used to _ L . i
electronically verify the identity of the sender. To do this, you need to | '® Cerfifikat mam uloZen v systemu:

have a valid and properly installed qualified certificate. Select Vystaveno pro | Organizace | Vystavitel | Daty
correspending certificate from the table to the right, which contains Gemin.cz QCM, sro. |Gemincz  |07.07.
the certificates installed on your system. If you have a certificate in
P12 or PFX file, you can load it by the "..." button, in which case you
must also fill the password for the certificate. Sign the registration .
and submit it by the Sign button. 4 Il | [»

Detailed information can be found in manual to applet for electronic (0 Certifikat ze souboru .p12 nebo .pfx:
signature (pdf, 862,47 KE).

Organization
L Heslo:

oficalrome:

Description: Test

Organization address: _

Figure 4: Registration completion — electronic signature

If the system is set up so that it allows completion of registration without an electronic signature, the
confirmation page shows the Avoid electronic signing button, see figure 4. Clicking completes registration
without electronic signature. If the button is not displayed or if you want to confirm registration with own
electronic signature, use the signing Java applet on the right side of the page, more in the chapter “Electronic

signature”.

The contracting authority may “pre-register” a contractor in the E-ZAK tool, who will subsequently receive
e-mail — see figure 1 — with information necessary to complete registration (input of user name and
password, data of the contractor’s organisation). To complete the registration an electronic signature based
on a qualified certificate may also be required from the contractor.

Electronic signature

As already mentioned, certain tasks must be signed with a valid electronic signature based on the qualified
certificate. Signing is done using the “Signer” applet, whose graphical interface you can see in detail in
figure 7 and on the page in figure 16 on the right side. Also available is the alternative solution without use
of the Java applet, if this is allowed in the given E-ZAK, see chapter Signature without Java applet.

In the event that the applet is used to secure (encrypt) the website, whose certificate is not stored in your
browser, you may first be queried to permit download of the applet from this website — see dialogue in figure
5. In such case, click Continue. (However, the correct solution is verification and import of the certificate of
the server on which the website is running).

When downloading a website with a signing applet, it is further necessary to permit running of the applet
(this concerns an application for the website) by clicking the Run button in the dialogue in the figure 6. If
you select “Do not show this again for apps from the publisher and location above”, you will not be queried
next time to permit running of the applet in this place.

The first run of the signature applet may take some time — first of all , Java must start in the browser/system.
Further loading of the applet within the framework of one running session of the browser is already
significantly quicker.
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Security Warning @
Do you want to Continue?
The connection to this website is untrusted.
! : Website: https://demo.zakazky-online.cz: 443
Note: The certificate is not valid and cannot be used to verify the identity of this website.
More Information
Cancel

Figure 5: The dialogue for permitting access to an
encrypted (https://) website with an unknown certificate

L

Do you want to run this application?
Name:

QCM s.r.0. - SignerXML applet

Publisher: QCM, sr.o.

-
-

fl

Location: htips:/demo.zakazky-online.cz

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.

Do not show this again for apps from the publisher and location above

More Information

Cancel

A

Figure 6: Dialogue for permission to run the electronic
signature tool (Signer applet)

Correct function of the applet requires installation and activation of Java version 1.7 and higher in the web
browser, see the chapter “E-ZAK system operating requirements”.

If you have certificates installed in the system and are valid, their list shall appear in the applet box below the
switch [ have a certificate stored in the system. If this list is empty, or it does not contain a certificate suitable
for signature in the E-ZAK tool, you can use a certificate stored in a file — in such case, use the switch I have
a certificate in a file and select the certificate file using the button “...” (a dialogue appears as shown in
figure 15). You must also enter the Password to this certificate file. File certificates type P12 (respectively,

PKCS12) and PFX are supported.

10
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\lyberte certifikat k podpisu (a zadejte heslo)

® Certifikat mam uloien v systému:

Gemin cz QCM,sro |Gemincz  |07.07.

4] Il | [ »
() Certifikat ze souboru .p12 nebo .pfx:

Heslo:

Figure 7: “Signer” applet

After selecting the certificate (and eventually entering the password), use the Sign button and wait for the

operation to run (signing of the data, their transfer to the server and on-line authentication of electronic
signature).

Certificate file

If you have a certificate installed in your web browser, but not in the system, and it is thus not displayed in
the applet, or you have an older Java version, which does not support access to the system certificate storage
location, or you want to use signature without applet, is is necessary to first save the certificate to a file of
type PK12 or PFX and configure this file in the applet together with the password.

& Predvolby aplikace Firefox

W @ 5 @ -

Obecné  Soukromi  Obsah  Panely Stahovani = Rozsirene

Obecné |Aktualizace Zabezpeceni

Protokoly

X Pouzit S5L2.0 X Pouzit S5L3.0
X Pouzit TLS 1.0

Certifikaty
Pokud stranka vyzaduje certifikat:

Zyolit automaticky (@ Widy se dotazat

Zneplatnéni... Ovérovani... Bezpecnostni zafizeni...

Napovéda Zavfit

Figure 8: Certificate management in Firefox (version 1.5.0.7)
In the case of the Firefox browser, you will find the installed certificates in the settings (from the browser
menu, select Editing— Default settings or Tools— Options according to the version), the configuration tool is
displayed as shown in figure Chyba: zdroj odkazu nenalezen. Here, in the section Extensions on the Security
tab, use the Certificates button. This displays the list of certificates installed in the browser according to the

type classified under tabs Personal, Servers and others. Select the first named tab, mark the required
certificate and press the Backup button. Enter the file name, file location and the password for the certificate
file. Since your private key is also saved to the file together with the certificate, it is necessary to protect this
file properly — use a strong password and keep the file in a safe location.
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In the case of Microsoft Internet Explorer, in the menu, select Tools— Internet options, in the configuration
tool shown in figure 9, select the Contents tab and in the Certificates section, select the button of the same
name. The certificates are again divided into several tabs. To backup/export the certificate, use the Export
button, select “Yes, export private key”, enter the password and then the file location and file name (the

certificate key shall be entered in a PFX type file).

The step-by-step procedure for export of a certificate in MSIE is shown in the following figures.

MoZnosti Internetu A |
Pfipojeni I Pragramy I Upiesnit I
Obecné I Zabezpeteni I Osobni udaje Obsah

r~ Poradoe hodnocenim obsahu

tomto pocitadi zobrazit,

Povolit...

Hodnoceni pomaha wiéit, jaki obsah Intemetu bude mozne v

[ astaveni...

- Cetifileaty

% Certifilaty slouzi k identifikaci ugivateld, certifiladnich Ofadd
@l a wpdavatell.

Wumnazat stav protokolu SSLl Certifik.aty.. I Wodavatels.., |

r~ Oszobni informace
Funkee autornatick ého

-f dokonéovani uchavawa
predchozi zadané poloZky

Automaticke dokongovani... |

a navrhuje odpavidajici

polozky.
Agistent profilu uklada vade Tent a0 |
osobni informace. ento prafil...

0K, | Starno | PanEit |

Figure 9: Administration of certificates in MS Internet

Explorer

Privodce exportem certifikatu

Exportovat soukromy kiic
MiZete se rozhodnout exportovat soukrome ki€ s certifikatem,

Zamysleny Giel:

Certifikaty

|gex

Osobni |Ostatni uZivatelé I Zprostiedkujici certifikacni (Fady I Diivéryhodné kafenové certﬂ_’l

iystavena

Impartovat. ..

Exportovat.. . Odebrat

Zamyslené Ucely certifikitu

UpFesnit... |

<Vie=

Zobrazit |

Zaviit

Figure 10: Selection of certificates for export

Prdvodce exportem certifikatu

Format souboru pro export

Certifikaty |ze exportovat v riiznich formatech,

Soukromé klife jsou chranény heslem. Cheete-li exportovat soukromy kIiE s
certifikatem, musite v pozd&jEim dialogu zadat hesla,

Cheete exportovat soukromy kiic s certifikatem?

” Me, neexportovat soukromg KiE

Wyberte Format, kkery cheete pouZit:
£ Bindrni % 509, kidovani DER (*,cer)

€ 3,509, kidoyani Base-fe4 (CER])

€ Certifikty, standardu Cryptoaraphic Message Syntay Standard) - PEESIE, 7 (F7E)

I | Zahirmout wEechny certifikaty na cesté kcertifikaty; pokudie tomosne

' Formét Personal Information Exchange - PKCS £, 12 (PFX)
[v Zahrnout viechny certifikity na cests k certifikaty, pokud je to mosné

¥ Povalit silnou ochranu (vy2aduje IE 5.0, NT 4.0 5P4 nebo wyEsi

[~ Odstranit privakni Kig v pfipadé dspéEného expartu

< Zpet I Dalsi = I

Storno |

< Zpet I Dalsi = I

Storno |

Figure 11: Selection of the private key export — if this
option is not offered to you, the electronic signature

certificate was installed in the system/browser without the

option to export private key — in this case, the exported
certificate shall not be usable in E-ZAK

transit to the certificate in the exported certific

E-ZAK

Figure 12: It is necessary to include all the certificates in

ate,

otherwise the exported certificate shall not be usable in
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Privodce exportem certifikatu x|

Heslo
Z ditvodu zajisténi zabezpedeni musite privatni ke chranit heslenm,

Privodce exportem certifikatu x|

Souboru pro export
Zadejte nazev souboru, do néjE cheete data exportovat,

Zadejte heslo a jeho potvrzeni,

Heslo:
I******

Patyrzeni hesla:
I******l

Nazev souboru:

Ciiexparticertifikaryexp_cert,pfx|

Prochézet,.. |

< Zpét I Dalsi = I

Storno |

< Zpet I Dalsi = I

Storno |

Figure 13: The certificate containing the exported private
key must be protected with a secure password

Figure 14: In the last step, set the location and name of the
exported certificate

After successful export of the certificate to the file (P12 or PFX), it is possible to configure this file in the
signature applet and enter the Password, which you defined during export/backup of the certificate.

Look In: ||j certifikat

oo | o—
M 28]

3 backup
D certifikatjan_noval.pl?2?

File Name: |cer‘tifikat.jan_n0\fak.p12

Files of Type: |P12 nebo PFX soubor

|v|

| Open || Cancel |

Figure 15: Dialogue for selection of the electronic signature certificate file

Signature may be required mainly in the following operations within the framework of the E-ZAK tool:

e first registration, or completion of contractor’s registration in the E-ZAK system,

e sending of a message within the E-ZAK tool — request for additional information, request for access
to the procurement documents, replies to messages, etc.,

e submission of electronic tenders or requests to participate.
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Message sign

Before signing and sending a message, please check all the data and

attachments. Signing a message with an electronic signature is used Vyberte certifikat k podpisu (a zadejte heslo)
to electronically verify the identity of the sender. To do this, you need

to have a valid and properly installed qualified certificate. Select the @ Certifikat mam ulofen v systému:

desired certificate from the table to the right, which contains the = — —

certificates installed on your system. If you have a certificate in P12 wawu:WQ DL LT W‘?mm L
or PFX file, you can load it with "..." button, in this case you must Gemin.cz QCM, sro. |Gemincz  |07.07.

also fill the password for the certificate. Sign and submit the
message with Sign button.

Detailed information can be found in manual to applet for electronic [ 1] | [»
signature (pdf; 86247 KE). () Certifikat ze souboru .p12 nebo .pfx:

Procurement procedure: PV historie ZD

Sender: Pavla Novak Heslo:

Time of creation: 21.02.2017 12:23

Recipient: QCM Vefejny zadavatel Balensat ]

Can reply: Ho

Subject: Re: zad dodavateli

Text: Hello

No attachments.

Figure 16: Form for signature of an electronic message

Accepted certificates

In compliance with the legislation, a signature is required using the so-called valid electronic signature (i.e.
valid electronic signature based on a qualified certificate). At the time of issue of this manual, three CAs
issued qualified certificates in the Czech Republic:

e Ceska posta, s.p. (http:/qca.postsignum.cz)
e cldentity, a.s. (http://www.eidentity.cz)

e Prvni certifika¢ni autorita, a.s. (http:/www.ica.cz)

The current list is available at the website http://www.mvcr.cz/

Also accepted are electronic signatures based on a qualified certificate issued by a foreign provider according
to the list at http://eutsl.3xasecurity.com/tools/index.jsp.

More details on the signature applet and electronic signature including troubleshooting advice are available
in the electronic signature applet manual on the home page of the E-ZAK system.

Signature without Java applet

An alternative to signature using Signer java applet in E-ZAK is signature without this applet using modern
HTMLS technologies, which naturally only support some browsers to the necessary extent:

«  Mozilla Firefox version 34 and higher,
«  Chrome version 37 and higher,

«  Microsoft Edge version 12 and higher,
«  Opera version 24 and higher.

This alternative must be activated in E-ZAK. If it is not available, contact the given E-ZAK provider to
ascertain whether it is possible to activate it.

In some cases, E-ZAK even offers the users selection of the electronic signature method (e.g. for Firefox
version 34 and higher, Chrome versions 37 - 44):
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@ Sign without using JAVA applet

Sign using JAVA applet

If you select “Sign without using java applet” (or the system detects that your browser does not support
applets), then the next page for electronic signature of registration/message/tender bid shall at the end
contain the Electronic signature block:

This mode of signature (without java applet) requires a valid electronic signature based on a qualified
certificate (so-called guaranteed electronic signature) which is saved (exported) to P12 or PFX file including

Electronic signature

) Use saved certificate for signing:
no certificate is saved in the browser storage for this E-ZAK system

@ | pad certificate for signing:

Certificate file (.p12, .pfx): | Prochézet... | Soubor nevybran.

Password:

Save certificate into browser ] infol
storage:

Save password into browser —
storage:

complete certification chain (i.e. including the issuing authority certificates), see the chapter Certificate file.

Choose the corresponding certificate file for communication in the E-ZAK application using the button for
selecting the file from your computer, enter the certificate password and then click the Load certificate
button:

If you want to save your certificate to the browser memory for further use within the given E-ZAK, select the
option Save certificate into browser storage and do so before clicking the Load certificate button. You
have the option Save password into browser storage, so at the next signature within the given E-ZAK only
one click suffices (see below). The certificate and password can subsequently be deleted from the browser.
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Electronic signature

Use saved certificate for signing: Delete certificate

Subject: Pavel Slezdk, QCM, s.r.o. [I€ 26262525], CZ
Issuer: PostSignum Qualified CA 2, Ceskd podta, s.p. [IC 47114983], CZ
Valid from: 3. 10. 2016 9:43:01
Valid to: 23. 10. 2017 9:43:01

Password:

© Load certificate for signing:
Certificate file (.p12, .pfx): | Prochazet... | cert slezak heslo 123456.pfx

Password: ssssss

Sawve certificate into browser finfo]
storage:

Sawve password into browser
storage:
Certificate information:

Subject: Pavel Slezdk, QCM, s.r.o. [1€ 26262525], CZ
Issuer: PostSignum Qualified CA 2, Ceskd podta, s.p. [IC 47114983], CZ
Valid from: 3. 10. 2016 9:43:01
Valid to: 23. 10. 2017 9:43:01

info: to change the certificate for signing choose different one from a file or the saved one

Sign and submit

After loading, check Certificate information - whether it is the correct and valid certificate, which you want
to sign the given electronic task. If you selected the incorrect certificate file, repeat the procedure, i.e. select
the corresponding certificate file for communication in the E-ZAK application using the button for selecting
the file from your computer, enter the certificate password and then click the Load certificate button:

If everything is in order, click the Sign and submit button and wait for the system to complete the process -
in place of the button, you see the informative text Please wait, data are being transferred and the
signature is being verified. In some cases, the operations can also take several tens of seconds (but not more
than one minute) - data transfer and signature authentication take place on the server. It is necessary to wait
for completion of this process and visualisation of the following pages (e.g. detail of the contract, where it is
subsequently possible in the messages sent or the electronic tender bids to verify the time of delivery to the
server).

This alternative signature option neither supports certificates stored in the system nor on chip cards. If you
want to use such a certificate for electronic signature in E-ZAK, you must choose a browser and version that
supports java applets.

Browser settings test

Users who are signed in or not can use the the item Browser settings test in the left menu to test the
functionality of the electronic tools within the framework of their Internet browser and operating system that
comprises of two parts:

1. environment test and

2. tender submission test.
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Environment test

This test examines essential parts of the Internet browser and its settings for working with the electronic tool

E-ZAK.

However, successful running of the test does not guarantee problem-free work with the electronic

signature (see below). The following are tested:

javascript (whether it is supported by the browser and is activated),

operating system (type and version),

Internet browser (type and version),

cookies (whether they are supported by the browser and their storage is activated),

java (type and version and if it is available in the browser) - it depends on the browser type and
version; upon detection of a browser type and version that supports signature without java applet,
this alternative is used automatically and java functionality is not tested at all; upon detection of a
browser type and version that supports both options, a test of signature without java applet is
primarily run with subsequent offer of the option Run test using JAVA applets:

Run test using JAVA applets

@ Environment test results

Your browser is ready to work with the electronic tool E-ZAK. Now it remains to verify the functionality of your
guaranteed electronic signature by submitting a test tender.

Test identifier: 726

Try to create and submit a test tender

After running the test, you can be prompted to permit start of the Java Runtime Environment (JRE)
and java applet test. It is necessary to permit their start.

You will be notified about the test result and if any of the tested components does not fulfil the necessary
parameters, you will be notified of the troubleshooting method to remedy the situation, see problem with

Cookies

in figure 17. After troubleshooting, repeat the test.
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AT & Environment test
Smémice

2 Profiles of Authorities
Contracts catalogue
New contracts alerts Your environment does not match the requirements for werking with electronic tool E-ZAK, or failed to detect

some of its components, Requirements differences and its solution are listed below.

Test identifier: 742

Environment test results

PROCUREMENT PROCEDURES [T

Prior information notices

B Public contracts » Javascript
Search
B ops javascript must be enabled in the web browser for pages, especially forms, to be correctly adapted to the user's
choices.
stan N 2 .
. + Operating system
L Electronic tool E-ZAK requires for its smooth run an operating system that supports the hash function SHA-2
Pasaword: + Internet browser
The system can be used on many browsers.
o« E-ZAK system has detected your browser as: Intemet Explorer, 11.0
SIGN UP y N
@ X Cookies
B Browser requirements Your browser must support cookies and saving cookies must be enabled.
Forgotten password
El Contractor sign up Solution

« Mozilla Firefox - Tools -> Options -> Privacy section -> History settings -> Remember history (including
cookies)

= Opera - Settings -> Privacy & security -> Cookies section -> Allow local data to be set

= Chrome - Settings -> Show advanced settings - Privacy section > Content settings -> Cookies section >
Allow local data to be set

- Internet Explorer - Settings -> Internet options -> Privacy tab ->slider must be set at most to "Higher”

+ Java - version in the browser

To work with an electronic signature (submitting tenders, requests for explanation of procurement documents and
other data messages), it is necessary to have Java by Oracle, formerly Sun Microsystems, installed in the system and it
must be at least in version 1.7, recommended version is 1.8, a browser must be able to run the Java runtime
environment and then signing java applet called Signer.

+ Java - enable in the browser

Launching Java runtime environment must be enabled in your browser.

Figure 17: Environment test with faults

The environment test result should ideally be error-free (see figure 18). In such case the second tender
submission test is offered.

0 Environment test results

Your browser is ready to work with the electronic tool E-ZAK. Now it remains to verify the functionality of your
guaranteed electronic signature by submitting a test tender.

Test identifier: 743

Try to create and submit a test tender

Figure 18: Environment test without errors (shortened to overall result)

In a case where the test does not detect fundamental problems, but it was incapable of verifying some data
(e.g. browser or operating system type or version), an indeterminate test result is displayed, see figure 19,
which does exclude functionality and the second tender submission test is offered.

o Environment test results

Unable to detect some of the components of your system. Environments in which the E-ZAK is tested are listed
below. However, you can try to submit a test tender (requires an guaranteed electronic signature). If you
manage to submit a test electronic tender it means that your system is compatible and ready to work with the
electronic tool E-ZAK.

Test identifier: 2614

Try to create and submit a test tender

Figure 19: Environment test with indeterminate result

The result of each environment test is recorded and assigned an identifier. Using this identifier, the system
operator is capable of searching for the test result and consulting solution of the problem.

Tender submission test

Within the framework of this test, you will be able to do a demo test of set-up and submission of an
electronic tender comprising mainly:

e encryption of tender file attachments,

e clectronic signature of the tender.
18
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When loading the page for submission of test tender, you may be prompted to give permission to run the
Java Runtime Environment and Java applet called Cipher which is used to encrypt the contents of the tender
(also request to participate). It is necessary to enable the start of the applet, otherwise you will not be able to
submit a tender. Successful launch can be recognised so that on the page below, you click +Select button and
a Java dialogue box for choosing a file from your computer will appear, see figure 20. The java encryption
applet is necessary for the preparation and submission of the tender in accordance with the requirements of
the Public Procurement Act and related regulations on electronic tenders or requests to participate.

Test tender

During loading this page you may be prompted for permission to run the Java Runtime Environment and Java applet called
Cipher which is used to encrypt the contents of the tender (also requests to participate and preliminary tenders). It is
necessary to enable the start of the applet, otherwise you will not be able to send a tender! Successful launch can be
recognized so that on the page below, you click +Select button and a Java dialog box for choosing files from your
computer will appear. Applet is necessary for the preparation and submission of the tender in accordance with the
requirements of the Public Procurement Act and related regulations on electronic tenders or requests to participate.

Especially try to attach some file attachments - maximum single file size is limited, you can attach more files one by
one; to do so use the button to choose a file from your computer repeatedly.

By clicking the continue button you will be forwarded to the page for electronic signing of the tender - you will need an
acceptable electronic signature (based on qualifying certificate) to do so. The system then verifies the validity of the

signature. - - =
o L.  —-
Maore information can be found in the user'y ——— - -
Look in: *| Dokumenty =2 * = M-
I . Vlastni sablony Office
[ Message | s | error_Calkowsky
=l MNaposledy
otevieng
Subject: Test tendel poldzty
Text: Subject, te !
Plocha
' J
Dokumenty
1A
r 1 Poditac
Attachments ~
: b File name: | Open
@
o Files of type: i = C ]
Attachments: No attach Sit’ P All Files ancel

New file: . Vybrat

Nazev soubory Velkost Stav Status

The maximum individual file size: ca. 38 MB

Figure 20: Creation of a test tender — selection of attachments for encryption

If your browser supports signature without java applet, this option is selected automatically and the
Attachments section contains the standard button for selection of the file from your computer. After its
selection, the file is encrypted immediately and transferred to the server. You are informed about progress as
shown in figure 21. Wait till the file is completely transferred to the server and its appearance on the list of
Attachments. After which you can select the next file as an attachment, or continue to sign and submit the
test tender.
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Attachments

Attachments: | Vystfizek.JPG (39 560 bytes)
Remove selected

New file: 3 file is being encrypted and transferred: 17.21%

The maximum individual file size: ca. 38 MB

Figure 21: Progress of data encryption and transfer to the server without using java applets

If a web browser type and version that supports both options is detected, then the system primarily uses
encryption and signature without applets and in addition, there is a possibility to display the option to switch
to the variant with java applets at the beginning:

Test tender

= B For your browser is also available the original method of encryption and
Encrypt and sign using JAVA applets signing using java applets; in terms of the electronic tenders and

electronic signature it is the equal choice.

Especially try to attach some file attachments - maximum single file size is limited, but you can attach more files one
by one; to do so use the button to choose a file from your computer repeatedly.

By clicking the continue button you will be forwarded to the page for electronic signing of the tender - you will need an
acceptable electronic signature (based on qualifying certificate) to do so. The system then verifies the validity of the
signature.

Encryption and signature within the (test) tender must be done in one way, if you want to use Encrypt and
sign using JAVA applets, you must do so before actually filling (testing) of the tender and attachments.
Selection of the method of encryption and signature can be opened again using the delete contents of the
test tender button on the page for its creation.

By clicking the continue button at the bottom (see, for instance, figure 20) you jump to the page for
electronic signature of the tender, to which you will need a valid electronic signature based on a qualified
certificate. At the end, the system verifies the validity of this signature. The details of the electronic signature
are given in chapter “Electronic signature” and even in greater detail in the manual to applet for electronic
signature, which is available on the homepage of each E-ZAK system.

Basic orientation in the system

After signing in to the system as a contractor, you will see a screen similar to the one in figure 22. In the left
column is a menu with items that change depending on the authorisation of the signed in user, or according
to the contractor’s E-ZAK system configuration. The main part of the page then displays the contents of the
executed actions.
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FOR PUBLIC =)

% Smérnice
4 Profiles of Authorities
B Contracts catalogue

L

PROCUREMENT PROCEDURES |5

& Prior information notices
B Public contracts

1 Search

2 Framework agreements
& Minitenders

2 DPS

2 Overviews

4 Actions/events calendar

MESSAGES =4

1 Received messages (199)
1 Sent messages

INDIVIDUAL COMMUNICATION, |

g Incoming (1)
B Outgoing

Pavia Novak

admin

2 User details
B Identity change
i Sign out

ORGANIZATION El

% Organization details
31 Organization d ts

Overview of the public contracts

Show public contracts: @ Al User ) Department ) Organization
All ¥

Filter by contract attributes:
All

Filter by archive: Actual =

Filter by site of
performance:

Title

Procurement procedure
phase

Public procurement Date of commence
regime *
CNB ndkup notebookd

above-the-threshold Awarded

GRC - zakézka ICT

above-the-threshold Awarded

Ramcovd smlouva na doddvky kanceldfskych potieb

B Organizations catalogue
B Browser requirements

Figure 22: Basic screen after signing in of the contractor

above-the-threshold Awrarded

TEST MZD01

above-the-threshold Awarded

Testovaci verejna zakazka

above-the-threshold Awarded

Testovaci zakazka Jihlava

above-the-threshold Awarded

Test UPV

above-the-threshold Awarded

eAUKCE

below-the-threshold Receipt of tenders 21.02.2017
Stavba domu

above-the-threshold Receipt of tenders 17.02.2017

. Time limit for tenders /

requests

28.03.2008 10:00

09.05.2008 13:00

19.02.2008 11:00

29.02.2008 16:00

05.06.2008 14:00

30.05.2008 10:00

30.04.2008 14:00

29.03.2017 10:00

27.03.2017 09:00

o

The confirmed text in the menu and main part of the page comprises links that can be clicked. In most cases,

this concerns links in the E-ZAK application, i.e. after clicking such a link, the application executes some

operation. Other active elements are various icons.

Main section of the page

In the main section of the page on the right side of the menu, data and information are displayed depending

on the selected function — e.g. overview of public contracts, detail of the public contracts, reports, forms for
editing the organisation and users’ data, etc.

The main section of the page contains a trail of hyperlinks (with the exception of the welcome page), page

header and the actual content.

The so-called trail of hyperlinks is intended for quicker navigation through the system — this is a line of type

welcome page » public contracts » Public contract title » public contract detail
that describes the actual location of the displayed page in the overall structure. By clicking the underlined

items, you quickly jump to the appropriate level or a specific parent page.

Menu in the E-ZAK tool

The items displayed in the left column of the E-ZAK application menu are divided into several thematic

blocks:

e Procurement procedure — chapter “Overviews and detail of public contracts”,

® Messages — chapter “News”,

e Individual communication — chapter “Individual communication”
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e user (block Pavla Pavli from figure 22) — chapter “Management of users and the organisation”,

e Organisation — chapter “Management of users and the organisation”.

The left menu shows the name and surname of the signed in user and just below it the role assigned to him in
the E-ZAK tool (see chapter “User roles in the system”).

Management of users and the organisation

Within one registered organisation, it is possible to create accounts for multiple users — the may be created by
a user organisation management authorisation in the E-ZAK tool. This user has authorisation to edit the data
of his organisation and its members-users.

Organisation management

The actually signed in user uses the menu item Organisation detail for administration of the organisation.
The buttons and icons for editing the organisation, department and users here are only available to the user
with an active “organisation administration” role in his profile (see chapter “User management”). The rest of
the users here can only edit their own user accounts.

By clicking the menu item Organisation details, you get an overview like the one shown in figure 23. Here,
the administrator of the organisation has authorisation to add a department/organisational unit (add
department) or add user button.

Upon clicking the name of the organisational unit or user name, the details of the given item will appear. In
brackets against the name of the user is his login name to the E-ZAK system and also the department, which

home » organization » Dodsvatelsks organizace

Eesm— & Organization details

@ Smérnice

4 Profiles of Authorities edit detail

Contracts catalogue

= Hame: Dodavatelska organizace

PROCUREMENT PROCEDURES é" ® CIN: 12345670

= Description:
3 Prior information notices « Address:
4 Public contracts Pavlovskd 8
4 Search Znojmo
2 Framework agreements * Country of residence/place of business/habitation: CZ - Czech Republic
4 Minitenders
3 DPS show changes history
4 Overviews
4 Actions/events calendar Departments overview
e s =4 Code Name Contracts manager Action
Z Received messages (199) Podpora not set - |
Sent messages Vivo yes f @
INDIVIDUAL COMMUNICATION, |
add department
3 Incoming (1)
2 Outgoing
Persons
Pavla Novak
admin Firstname Login Department Action
9 User details Dodavatel, Jan ra-1
& Identity change Dodavatel, Pavla pavlad Vivo -l
1 Sign out
Novak, Pavla pavia2 Wyvo &
ORGANIZATION 8]

Figure 23: User’s organisation details

was set for the user. Beside the name of the department, it is possible to show the text “department does not
have a public contracts manager!” - this happens in a case where the department does not have a user or none
of the users in the department has the authorisation “sectional public contracts manager” (see the chapter

“User management”).

Removing organisational unit or users of an organisation is possible using the red icon beside the given item.
However, it is necessary in this case to act cautiously especially where the given user is assigned to a
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public contract. It is possible to edit the department/organisational unit using the icon beside the name of
the department in the organisation details or using the edit button in the department details.

The edit button in the block Organisation details offers the organisation administrator an option to edit the
data of the organisation to which the user belongs.

User management

The name of the actually signed in user is shown in the left menu together with his user role in the E-ZAK
system. To display the information about the actually signed in user, the menu item User detail is used.
Display of the details of the other users, who also have own accounts within the framework of the
organisation, is possible through the Organisation details, where a list of the people in the given organisation
is displayed, as shown in figure 23. You get the details of the rest of the users by clicking the given name
(here, the brackets after the name also show the login name — user login).
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Figure 24: User detail

In user details, it is possible to use the buttons to edit the user profile and change of password, the
administrator of the organisation additionally has the option to assign a user to a specific department of the
organisation and further set the Authorisation of the given user within the E-ZAK tool, see figure 25.

Permissions

Organization 7l
management:
Is administrator of public
contracts of the  [V]
department:

Figure 25: User permissions settings of the contractor in the E-ZAK system

Significance of permissions in the E-ZAK tool:

e Organisation management — this permission allows editing of data relating to the organisation
(menu item Edit organisation), add or remove users of an organisation and its organisational
units/departments and edit the profiles of all users,

e Is administrator of departmental public contracts — such a user automatically gets access to every
public contract of his department and should perform a supervisory function of some sort.

Administrator of the departmental public contracts

A specific role in the E-ZAK tool is the so-called “Administrator of the departmental public contracts”. This

is a user who has permission of the same name in his profile, see figure 25. This user subsequently performs

some sort of supervisory role above the public contracts of his department in the system. This permission has
the following consequences:
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e the user has access to all the public contracts of his department, respectively, organisation, although
he is not assigned to them as an authorised person — he can assign himself to any of his department’s
public contracts and execute operations to which he sets permissions,

e the administrator of the departmental public contracts is the recipient of the system messages, which,
for instance, notify that the organisation was assigned as a contractor to some public contract,

e the administrator of the departmental public contracts is the recipient of all individual messages,
even if he is not assigned to the given public contracts,

e the user has available the menu item Overviews, which displays the list of public contracts to which
the organisation is assigned as a contractor, but which are not the responsibility of any specific user
within the organisation; this overview is displayed to the the administrator of the departmental public
contracts immediately after sign-in and his task is to set the authorised persons for these public
contracts in his contractor organisation.
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Figure 26: Overviews — list of public contracts to which the organisation is assigned, but without authorised persons

Tender authorisation

Assignment of specific authorised persons to a specific public contract is done on the detail of the public
contract in the block Authorised persons of the contractors, see figure 27, and is done in two steps. It is first
necessary to select the user of the organisation who has a valid account in the E-ZAK tool, and subsequently
set his permission to the public contract. If no permissions will be set, respectively, the users shall be stripped
of all permissions, this user shall be removed from the list of authorised persons to the public contract.

[© b ommiton |
Sent electronic tenders | requests to participate

i Drganizations catalogue
£l Browser requirements

[l | Awthorized persons of the contractors

add authorized person [
Assigned contractors
Name CIN Reason of assignment Authorized persons Action

Dodavatelsks organizace III 12345670  tender No person is assigned.

Figure 27: The settings of the contractor’s authorised persons for the public contract

Significance of the individual permissions of users for the individual procurement procedures is as follows:
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e reply to order — if this concerns an order, then the user with this permission can reply to the
contracting authority,

e reply to invitation — user can accept or reject the invitation to the provision of performance within
mini tender, see the chapter “Invitation to provision of performance”,

e reply to individual messages — if the contracting authority sends an individual message to the
contractor, then the user with this permission can reply to individual messages,

e invalidate tender, request to participate — user can cancel already sent electronic tender or request to
participate and therefore will be able to send a new one, if the deadline for receipts is still pending,

e messages on public contract notifications — user will receive email notifications on received
messages on the contract

e observer of the electronic auction — In the event that the contracting authority establishes an
electronic auction within the evaluation of tenders, then a user with such permission has access to the
given auction house,

e can submit new auction values — user is permitted to change auction values in electronic auction.

e set other authorised persons — user can change his permissions to the public contract, add other
authorised persons and change their permissions,

e authorised person of the organisation — basic permission necessary for the user to be assigned to the
given public contract and be able to see, for instance, an invitation or other message intended for
the contractor’s organisation,

Organisation documents

Within the framework of this menu item, it is possible for the users within the framework of the organisation
to share documents, which may be used as templates or other standardised documents for the procurement
procedure.

Ordinary users have the option to download documents, the administrator of the organisation can moreover
edit (add, delete, update, change name, description, sequence).
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Figure 28: Templates of the documents of the organisation

Overviews and detail of public contracts

The welcome page shows an overview or running public contracts, i.e. contracts for which the tender
procedure is still in progress, have not been cancelled or awarded (see figure 2).

Using the menu item Public contracts, it is possible to display the lucid table of public contracts, at the head
of which it is possible to filter the public contracts according to the assumed value and phases of the
procurement procedure. If the user is signed in, he may additionally display only those public contracts, to
which his organisation, department or he himself has been assigned — this concerns cases in which the
contracting authority restricts the circle of contractors to the public contract. In the case of such public
contracts, the assigned contractor usually has a larger number of options than the other-unassigned
contractors (e.g. download of documents on demand, etc.).
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Figure 29: Overview of public contracts — filtered list

The table containing the overview of the public contracts (see figure 2 and 22) shows the public contract
title, type according to the assumed value, phase of the procurement procedure, date of commencement and
deadline for submission of tenders/requests. By clicking the title of a given public contract, the detailed
information of the public contract is displayed.

home » public contracts » jana 15.3 * public contract detai

Public contract: jana 15.3

Information on public contract
. Object items

Procurement documents

Explanation, completition, changes of procurement documents

. My messages to the public contract
. Individual communication

[
|
s
[

Figure 30: Public contract details

By clicking the colour header of the individual blocks, you alternately unfold and close them. Upon first
display of the public contract details, usually only the “Information on public contract” unfolds. Thanks to
Cookies technology, the browser for the duration of its running session remembers the last method of display
of the information on public contract and displays further public contracts that you click in the same manner.

Procurement procedure phase

Each public contract goes through several phases during the procurement procedure. Depending on these
phases, various actions and tasks are possible in the E-ZAK system. Their overview from the viewpoint of
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the contractor are shown in the following table. Sequence and representation of the individual phases
subsequently depends on the specific type of procurement procedure.

Phase name

Phase significance

Possible actions in the E-ZAK tool

Proof of qualifications /
Receipt of requests to
participate in DPS!

& contractors submit requests for
participation in paper form to the
given address or electronically via
E-ZAK and prove their
qualification

# a phase is limited by the date for
submission of requests to
participate

o download qualification/procurement
documents, if available

o request for an explanation/additional
information/changes in the procurement
documents

< submit an electronic request to participate, if
the contracting authority permits (in DPS only
electronically)

Evaluation of qualification /
Assessment of requests to
participate in DPS

« the contracting authority evaluates
requests to participate,

# by sending invitations, the
contracting authority initiates the
Receipt of tenders phase

o selected contractors receive an electronic
invitation to submit tenders, respectively, to
participate in the procedure

o phase without direct interaction of the
contractor in the E-ZAK tool

Receipt of tenders

& contractors submit tenders in paper
form to the given address or
electronically via E-ZAK

o request for procurement documents, if they are
provided on demand

« download procurement documents, if they are
provided by unrestricted direct remote access or
access to them has been provided to the user

o request for an explanation/additional
information/changes in the procurement
documents

& submit an electronic tender, if the contracting
authority permits

Negotiation & contracting authority negotiates & possibility to reply to individual messages sent
with the participants by the contracting authority
Evaluation # the contracting authority evaluates | e possibility to reply to individual messages sent
tenders by the contracting authority
Evaluated o the winning tender has been & possibility to reply to individual messages sent
selected by the contracting authority
o if the contracting authority allows, the
contractor sees the result of his tender
Awarded # the public contract has been & possibility to reply to individual messages sent
awarded by the contracting authority
o display and download a public document
Cancelled o the public contract has been # phase without interaction of the contractor in E-

cancelled

ZAK

Procurement and qualification documents

The E-ZAK electronic tool supports provision of the procurement documents in electronic format both in the
form of unlimited and direct remote access (hereinafter also referred to as “without limitation”), and on

I Dynamic purchasing system, see chapter “Dynamic purchasing system”.
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E Procurement documents

Qualifications documentation not provided (or is part of procurement documents).
Procurement documents are provided electronically with direct access.

Procurement documents - files download

Name Description File name Size
Zadavaci dokumentace  Detailni zadavaci dokumentace /=| LETAK EZAK.pdf 230.98 KB

Figure 31: Procurement documents to the public contract

demand. In case of unrestricted and direct remote access, the procurement documents provided for download
to both the signed in contractors and the public — figure 31.

If the procurement documents are provided electronically on demand, the signed in users have the
possibility to request access to such procurement documents. Using the Submit request button (see figure
32), the form for submission of a message is displayed — request for procurement documents. In the message,
the subject and text of the message are pre-set; they usually need not be changed. The request must be signed
with the valid electronic signature. Simultaneously with the positive answer of the contractor to this request,
the contractor is granted access to the procurement documents (upon signing in to the system).

The contracting authority also has the possibility to provide the qualifications documentation for download if
all the qualification requirements are not defined within the notice or invitation.

E Procurement documents

Qualifications documentation not provided (or is part of procurement documents).

Procurement documents are provided electronically on demand [ after qualifications fulfillment.

Send request

Figure 32: Procurement documents on demand — signed in user

Explanation, completion, changes of procurement documents

Signed in users — contractors — have the possibility within the framework of the E-ZAK system in certain
phases of the procurement procedure to request the contractors for additional information regarding the
contract assignment conditions. To do this, we use the send request for explanation of procurement
documents button in the detail of the public contract, in the section Explanation, completion, change of
procurement documents (see figure 33). Here, the answers and other published information related to the
displayed public contract appear.
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Figure 33: Overview of messages and requests for explanation of procurement documents

. Procurement documents

E Explanation, completition, changes of procurement documents

send request for explanation of procurement documents

Mo explanation, completition or changes of procurement documents to show. Check also the block Procurement
documents.

E My messages to the public contract
send message to contracting authority

Received messages

Date Message type Sender Subject r.
31.01.2017 11:14 invitation Tomas Marny Invitation

to the public contract (signed in contractor)

News

Within the framework of the E-ZAK system, a system of internal messages is used — this concerns messages
related to the procurement procedures of the individual public contracts, e.g. invitations, requests for
explanation of procurement documents and their answers, requests for provision of procurement documents
and their answers. Access to these messages is possible only after sign in to the E-ZAK system.

To display the overview of messages, the left menu items Received messages and Sent messages in the
section Messages are used. In this overview, which is shown in figure 34, it is possible to view an individual
message by clicking the link in the “Subject” column. The link in the column “procurement procedure” then
serves for quick switching to the public contract detail, to which the given message belongs.

home » received messages

TR & Received messages

& Smérnice
d Profiles of Authorities

A Contracts catalogue Subject text or text itself:

R Message type: all v
PROCUREMENT PROCEDURES |51
Reading and delivery date: read and unread v | from o =
4 Prior information notices
5 publec contracts | stovw ot |
B Search
B Framework agreements
B Minitenders
B pps
B Overvk Procurement
N Date Message type Sender Subject procedure [ DPS r.
4 Actions/events calendar /FA
) = e
MESSAGES = 01.02.2017 = Assignment of the PV VZ el. pifjem
14:41 Syteminatice System organization nabidek 2/2017
d Received messages (199) 01.02.2017 " Receipt of electronic PV VZ el. piijem
i St 14:41 system notice System tender nabidek 2/2017
06.01.2017 . . . 5 o PV VIMR
INDIVIDUAL COMMUNICATION, | 10:28 vitation Revkarnimivs S 6.1.2017
T (D) 09.12.2016 g“:u“&tt';: to Stanislavovo Vyzva kiifastiv = AUKCE -
= = 14:46 et Kohoutkovovovovovovvove  elektronické aukci  viditelnost osob
2 Outgoing participation
09.12.2016  invitation to e-auction Stanislavovo Wyzva k (casti v AUKCE -
Pavla Novak 08:46 participation Kohoutkovovovavovovwovo elektronické aukci viditelnost osob
admin 11.11.2016 & Assignment of the TEST na
12:32 P e Sy organization komunikaci

Figure 34: Overview of received user messages
The item Received messages in brackets shows the number of unread messages received — the figure

specifically shows 199 and in the overview of messages these unread messages are highlighted in bold
lettering. The overview of received messages does not show messages that are intended for the general

29



E-ZAK — electronic public procurement tool

public within the framework of the given public contract, if the signed-in contractor is obviously not directly
assigned to the public contract by the contracting authority as an interested party or participant.

In the public contract detail, the signed-in users in the section My messages to the public contract see the
messages related to the given public contract. Only messages of the type “explanation, completion, changes
of procurement documents” are classified in a separate section. Everything is clearly visible in figure 33.

The users are notified by e-mail about incoming messages within the E-ZAK system, which are sent to
the e-mail address stated in the user’s profile. An example of such notification e-mail is shown in figure
35.

Od EZAK devel
Predmét Upozornéni na novou zpravu v systému EZAK - Vijvojova verze / Notification of a new message in the system EZAK - Viyvojova verze
Odpoved EZAK devel

Dobry den,
21.02.2017 18:21:44 jste cbdriel(a) novou zpravu v ramci zadavaciho fizeni VZDNS s hodnocenim TH 21.2.2017 zadavatele "Hlavni zadavatelska organizace”.
Pro pfetteni zpravy s& prosim pfihlaste na htps://d .cz k U€tu, u néji jste uved|(a ) tuto Vaii e-mailovou adresu.

Po priblaeni mizete zpravu fist na adrese

https://j neszage inbox 18070.html

Zprava byla vygenerovana automatizovanym systémem, prosime, necdpovidejte na ni.

Dear sir/madam,
‘fou have received 21.02.2017 16:21:44 a new message within procurement procedure VZDNS = hodnocenim TH 21.2.2017 of the contracting autharity "Hlavni zadavatelska arganizace”
To read the meszage please sign in at https: /| .cz to your account for which you have entered this email address.

After sign inyou can read the message on address

https:// Ymessage inbox 12070.html

This mezsage was generated automatically by the system, please do not reply to it

Figure 35: E-mail notification of a new incoming message in the E-ZAK system.

This e-mail notification of messages is received by a user who is set in the given procurement procedure as
the authorised person of the contractor, see the chapter “Tender authorisation”. Remember, therefore, for
each tendering procedure in which you participate, set at least one authorised person. A user with
administrator of departmental public contracts status for this purpose has available the menu item

Overviews, see the chapter “Administrator of the departmental public contracts”.

Individual communication

The E-ZAK system allows sending of, so-called, individual messages to the individual contractors, which are
intended only for the given organisation of the contractor.

You display the overview of incoming individual messages by clicking the item /ncoming in the left menu. If
a user is an administrator of departmental public contracts, he sees all incoming individual messages
intended for the organisation here. The rest of the users without such permission see only the individual
messages, which belong to the public contract where they are set as authorised persons of the contractors.

On the public contract detail, the signed-in user with appropriate permission sees the section Individual
communication, which contains the received and sent individual messages related to the given public
contract.

If the contracting authority allows, it is possible to answer an individual incoming message. However, the
user must have corresponding permission within the given public contract, see the chapter “Tender
authorisation”.
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Framework agreements and mini tenders

If the contractor organisation is a participant in the framework agreement with contracting authority, then
after sign-in, a list of relevant framework agreements appears in the menu item Framework Agreements.

home » framework agreements

Overview of framework agreements

Display framework agreements: @ All ©) User ©) Department ) Organization

Filter by FA state: ongoing ¥
Title 4 Sign date ~ Date of the term end State
VZ9 RS test propojeni s Marbes 09.03.2016 active
PV VZ na RS 18.02.2016 active
PV-RS na Casti 25.08.2015 active
Ramcovd smlouva VZMR 02.09.2013 active

Figure 36: Overview of the contracting authority’s framework agreements to which the contractor is a party

To view the framework agreement detail, click its name. An overview appears as shown in figure 37, which

contains the basic information about the framework agreement including the link to the related public

contract, list of participants in the framework agreement and an overview of public contracts awarded on the

basis of this framework agreement (i.e. mini tenders). For detailed information about the individual mini

tenders, click their names.

home » framework agreements % VZS RS test propojeni = Marbes » framewonk agreement detai

Framework agreement: VZ9 RS test propojeni s Marbes

E Framework agreement information

WZ9 RS test propojeni s Marbes

Contracting authority

¥ Dfficial name: Mésto Sokolov
& CIM: 00259586
& Postal address:

Under the Act: no. 137/2006 Coll. [ framework agreement state |
Upon public contract: V79 RS test propojeni s = )
I'u'l_arbes . active
Sign date: 09.03.2016 Framework agreement is active. Tt is possible to create
Expiration date: not set e
Framework agreement description Drawing state

# Estimated value: 1 965 000,00 KE bez DPH
- Drawn out: 65 000,00 KE bez DPH
# Drawing left: 1 900 000,00 KE bez DPH

Rokycanova 1929, 356 01 Sokolov

Documents dedicated only for pa nts

Authorized persons of the contractors
y messages to the framework agreement

Individual communication
_

nders - public contracts based on framework agreement

Figure 37: Framework agreement detail

31



E-ZAK — electronic public procurement tool

Information about the mini tender detail is very similar to the public contract details. Overview of mini
tenders in which the contractor is participating can also be viewed by clicking the left menu item Mini
tenders.

Commencement of mini tender
On the basis of a framework agreement, a contractor organisation may be invited in three ways:

e invitation to submit a tender (procedure WITH reopening competition) — the contracting authority
sends an invitation to all the framework agreement participants and waits for their tenders, from
which he chooses one winning tender according to the set criteria,

e invitation to provide performance (procedure WITHOUT reopening competition) — if the framework
agreement is concluded with only one participant, or the contracting authority under other specific
conditions concludes a contract with a participant for performance of a public contract on the basis
of a written call to provide performance, which is a draft contract, and written confirmation of such
invitation by the participant, which is acceptance of the draft contract.

e invitation to the submission of the draft contract (procedure WITHOUT reopening competition) —
the contracting authority by this invitation initiates a procedure, which is targeted at conclusion of
the contract within the framework of the mini tender.

E My messages to the public contract
send message to contracting authority

Received messages

Date Message type Sender Subject F.

22.02.2017 12:06 invitation Pavla Vydrova Invitation 1

Sent messages
Date Subject

22.02.2017 12:12 reply to invitation (acceptance) Person responsible for receiving replies to invitation  Re:

Message type Recipient

yzva

Figure 38: The invitations within the framework of the procurement procedure appear in the Received messages list in
the My messages block

In cases of sending invitations to assigned framework agreement participants, the contractor in the E-ZAK
systems shall receive an invitation type message. If the invitation is sent within the framework of a mini
tender as an invitation to provide performance, then the detail of this invitation is available to the user for the
contractor with permission to reply to an invitation (see the chapter “Permission to participate in

home » received messages » Inwitation

Received message - invitation

Procurement procedure
Sender

Sender organization
Recipient

Date

Subject

test message

Electronic signature:
This message wasn't electronically signed.

Minitendr VZMR. PV

Pavla Vydrova

QCM Vefejny zadavatel [CIN: 26262525]
Authorized persons of the assigned contractor
22.02.2017 12:06:58

Invitation
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procurement procedure”) has the possibility to respond to this invitation by its acceptance or rejection.

Figure 39: Detail of invitation to provision of performance with option to accept or reject it

The Accept / Reject buttons are offered only if simultaneously:
e the invitation is an invitation to provide performance
e the mini tender is in the Receipt of tenders phase,
e the user for the contractor has permission to reply to the invitation,
e nobody has replied to the invitation to date.

Upon clicking Accept or Reject, a default replay shall be offered in the form of acceptance or rejection of
the invitation. In case of rejection, it is necessary to include the reason. The reply to the invitation must be
signed electronically if the contracting authority requires such signature.

home * minitenders » Minitendr VEMR PV * new message - reply fo imvitation

New message - reply to invitation

Message

Procurement procedure: Minitendr VZMR PV
Sender: Pavla Novak
Recipient: Person responsible for receiving replies to invitation
Original message subject: Vyzva
Original message text: test message
Subject: Re: Vyzva

Text: Tato zprava je zavaznym potvrzenim vySe uvedené vyzvy k poskytnuti plnéni.

@ Sign without using JAVA applet

Sign using JAVA applet

o

Figure 40: Invitation to provision of performance — acceptance

If a reply to an Invitation to provide performance has been sent, such information is shown in the invitation
detail.

Other blocks in the public contract detail
Documents dedicated only for participants
In case of procurement procedures initiated by invitation, the contracting authority may attach a document to

the contract, which will be seen only by the assigned contractors. These see these files and can download
them in the section Documents dedicated only for participants.
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Public documents

In some case, the contracting authority may attach documents intended for the general public to the public
contract. In this case, they shall be available for download in this section.

Forms

If the contracting authority publishes electronic forms via the E-ZAK electronic tool, it will be possible to
see them in the working preview of this section.

URL links

This section contains URL links — Internet addresses, which may supplement information to the given public
contract, e.g. forms published in the Publishing subsystem of the Public Contracts Information System.

Sent electronic tenders / requests to participate

This block appears only if the contracting authority has allowed submission of electronic tenders through the
E-ZAK electronic tool. If the contractor sends an electronic tender or request to participate through this
system, information will be displayed here as to when the tender was sent. More details are available in the
chapter “Electronic bids and participation requests”.

Evaluation of tender bids

This block appears only to a signed-in user, whose organisation is assigned to the given procurement
procedure (the participant is evaluated) in the event that the contracting authority has decided to use E-ZAK
to evaluate the tenders. The block then shows information about the set evaluation criteria.

E Evaluation of the tenders

Basic evaluation criteria

& tender economic advantage
¥ tender variants are not accepted

Partial evaluation criteria

Order Name Unit Orientation Weighting Min/Max Action

1. rychlost dodani dy Iz 30 % 5/15 Pl

2: price Ké i 70 % not set P
Total 100 %

Price items

Order  Price category Name Unit Quantity demanded Quantity pricing Action

1. price Uhli  tuna 500 500 P

Figure 41: Setting of the basic evaluation criterion and overview of the partial criteria

In the Evaluated phase, the results of the evaluation of the tender of the signed-in user are also available.
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E Evaluation of the tenders

Basic evaluation criteria

& tender economic advantage
¥ tender variants are not accepted

Partial evaluation criteria

Order Name Unit Orientation Weighting Min/Max Action

1. rychlost dodani dny i1 30 % 5/15 £

2 price Ké i 70 % not set 2
Total 100 %

Price items

Order  Price category Name Unit Quantity demanded Quantity pricing Action

i1, price URli tuna 500 500 P

Tender evaluation

Evaluation round Date of the evaluation closure

1st round 19.02.2015 10:33:26

Figure 42: “Evaluation of tender bids” block in the Evaluated phase for the signed-in contractors.

By clicking the name of the evaluation round, you display the evaluation detail.

Order Tender number Tender label Participant name CIN Rychlost dodani [30 %] Cena [70 %]

(dny) conversion® (%) (KE) conversion™ (*
1. 1 Verze A dodavateltestl 05478327 5,00 100,00 1 000 000,00 104,
(units)

[criteria weight]
* conversion within criteria

“)| [ | 3

Figure 43: Evaluation result for signed-in contractors.

Prior information notices

By clicking the menu item Prior information notices, you display the overview of available prior information
notices issued by the contracting authority. By clicking any item on the list, the detail of the given indicative
notice, which contains the appropriate forms to this indicative notice, or URL links and list of tender
procedures, which build on the appropriate indicative notice, see figure 44.
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hlavni stranka » predb&¥nd czndmeni » Ozndmeni pfedbéZnych informac - Doddvka kanceldfského papiu
Pfedbézné oznameni: Oznameni pfedbé&Znych informaci - Dodavka kancelaiského papiru

Informace o predbéZném oznameni

Evidencni Cislo VZ: 98765432 stav formulafe predb&iného oznameni

Datum uvefejnéni: 05. 01. 2008 uverejnény

Formulafe k pfedbéZnému oznameni

Nazev formuldfre Typ Stav Datum uverejnéni
Oznameni predbéznych informaci 01 uvefejnény 5. leden 2008
Oznameni na profilu kupujiciho 08 uveiejnény 19. prosinec 2007
URL odkazy

Nazev URL odkazu URL adresa

15 VZ US - Oznameni na profilu kupujiciho  hitp:fwww.isveus. ciusisvziusisve01019Prepare. do?znackaForm=6001371208001

Navazujici zadavaci fizeni

Nazev Typ podle predpokladané hodnoty Faze zadavaciho fizeni Pocatek b&hu Ihit
Dodavka kancelaiského papiru do kopirek  WZ malého rozsahu Pijem nabidek 7. linor 2008

Figure 44: Detail of prior information notice

Electronic bids and participation requests

If the contracting authority has allowed this within the framework of the given procurement procedure, then
the contractors may via the E-ZAK system, send electronic tenders or electronic requests to participate
(depending on type and phase of the procurement procedure).

If this option is available, then in the detail of the given procurement procedure, the signed-in contractor sees
the “send a tender”, or “send request to participate” button, see figures 45 and 46.

home # public contracts » Stavba domu » public contract detail

Public contract: Stavba domu

submit a tender
E Information on public contract

| DBDD: 5074

¢ Public contract number: P17V00000096

. Contracting authority registration number: VZ01
i Under the Act: no. 134/2016 Coll.

Registration number in VWZ: 12345678

| Date of commence: 17.02.2017

. Time limit for tenders: 27.03.2017 09:00

procurement procedure phasé
Receipt of tenders
Contractors can submit tenders (all or invited

candidates only according to the procurement
procedura)

Figure 45: Public contract detail with option to send an electronic tender

Public contract: arbitraze

send request to participate
E Information on public contract

| DBID: 4265

¢ Public contract number: P16V0O0D0D00161

| Contracting authority registration number: 123

. Under the Act: no. 137/2006 Coll.

. Date of start: 01.02.2016

. Time limit for requests to participate: 05.02.2016
| 13:00

| procurement procedure phase |

Receipt of requests to participate
Contractors can submit requests to participate, they
prove their qualifications.
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Figure 46: Public contract detail with option to send an electronic request to participate

The buttons appear to the signed-in contractor upon simultaneous fulfilment of the following conditions:
« the contracting authority allowed submission of electronic tenders, or requests to participate,
 the tender procedure is in the corresponding phase (Receipt of tenders, or Proof of qualifications),

- the contractor is permitted within the framework of the procurement procedure to submit a tender
(e.g. in an open and simplified below-the-threshold procedure, this applies to all contractors, in
narrower procedures or a public contract within the framework of DPS only the contractors who
received an invitation to submit tenders from the contracting authority),

« atender has not yet been sent for the contractor, or the request to participate within the framework of
the given procurement procedure, or the ones already sent have been invalidated.

By clicking the “submit a tender”, respectively, “send request to participate” button, the page for preparation
of the tender, respectively, request to participate, see figure 49.

During download of this page, you may be requested for permission to run the Cipher java applet that is
intended for encryption of the bid content, respectively, request for participation in the browser. It is
necessary to allow its execution, i.e. click the “Run” button in the dialogue shown in figure 47. In this
dialogue, you can check “Do not show this again for apps from the publisher and location above”, if you do
not want to be queried next time to give permission for the given E-ZAK.

Do you want to run this application?

Name: QCM s.r.o. - Cipher applet
*,\—:- > Publisher: QCM, s.r.o.
o

Location: hitps://demo. zakazky-online.cz

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.

Do not show this again for apps from the publisher and location above

E More Information [ Run | | Cancel |

A #
Figure 47: Java dialogue for permission to run the Cipher applet

In the event that the applet is used to secure (encrypt) the website, whose certificate is not stored in your
browser, you may first be queried to permit download of the applet from this website — see dialogue in figure
. 5. In such case, click Continue. (However, the correct solution is verification and import of the certificate
of the server on which the website is running).

Depending on the Java version, you may also be prompted to allow communication of the encryption applet
with the page for preparation of the tender (LiveConnect technology is used) — in the dialogue from the
figure 48, you must click No (do not block running), respectively, Allow. In this dialogue, you can check “Do
not show this again for apps from the publisher and location above”, if you do not want to be queried next
time to give permission for the given E-ZAK.
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Warning - Security E| Security Warning
Java has discovered application components that could [} Iy Allow access to the following application from this web site?

indicate a security concern.
Web Site:  https://demo.zakazky-online.cz

Name: cipherapplet Application: QCM s.r.o. - Cipher applet

Publisher:  QCM, sr.o.
Block potentially unsafe components From being run? {recommended)

More Inforrmation... This web site is requesting access and control of the Java application shown above.

Allow access only if you trust the web site and know that the application is
intended to run on this site,

7)) The spplicat tins both signed and d cod . .
e pplication contains both signed and unsigned code. L : ) i :
\!/ Contact the application vendor to ensure that it has not basn tampered with, ] Do not show this again for this app and web site. [ Allow ] [ Do Not Allow

) More information

Figure 48: Java dialogues for permission of communication of the Cipher applet with the page (according to the java
version)

If you do not give permission to run the Cipher applet, you will not be able to send the tender! Successful
launch can be recognised in such a manner that on the page shown in figure 49, you click the “+Select”
button and a Java dialogue box for choosing files from your computer will appear as shown in figure 50. An
applet is necessary for the preparation and submission of the tender in accordance with the requirements of
the PPA and related regulations on electronic tenders or requests to participate.

Tender

delete the content of the tender

Message

Procurement procedure: Stavba domu
Sender: Pavla Novak
Recipient: The person responsible for the receipt of tenders
Subject: Tender
Text: Hello,
our offer is in the attachement.

with best regards

Criteria values

Tender price 5789000 KE

generate PDF

infa: if necessary, insert the generated PDF to the tender affachments
Attachments

Attachments: || Contract.pdf (3 674 610 bytes)

Remove selected
New file: A Vybrat

Nazev souboru Velikost Stav Status
Contract.pdf |3,5M8 100% Hotovo |

The maximum individual file size: ca. 38 MB

Figure 49: Form for setting the tender

On the Tender page, you fill-in the Subject, Text and eventually attach the files using the “+Select” button.
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Open = X
Look In: ||j empty test files |V| E
D SMB_file3.dat D empty.ods
[y sMB_filed.dat [} empty.odt
D Datové rozhrani éscizyaiédi.doc D empty.pdf
D empty-signed.pdf D empty.ppt

) empty.doc ) empry.nf

[y empty.odp [} empty.oa

4 I i I [»
File Name: [ |
Files of Type: [All Files ]

Figure 50: Java dialogue box for choosing a file after clicking the Browse button

By clicking the “+Select” button, the java dialogue window opens for selection of a file from your system.
Select the file that you want to add as an attachment and click the “Open” button in this dialogue. Encryption
of the selected file starts (according to the requirements of the law), which according to the file size may take
up to several tens of seconds. They shall be informed about its successful completion by display of the name
of the file and its size above the “+Select” button, see figure 49.

By this procedure you attach all files, which are components of the tender (the size of the individual
attachment file is limited for technical reasons, however, the tender may contain several of them).

As soon as you have entered all data and attached the appropriate files, you can click the “continue” button,
and jump to the page for electronic signature of the tender, see the chapter “Electronic signature”.

After successful signature and sending, the sent tender appears in the public contract detail in the block “Sent
electronic tenders / requests to participate”, as shown in figure 51. The name of the user who sent the tender
is shown here, also the status of the tender and the date of delivery. At the same time, using the “magnifying
glass” icon you can check the detail of the sent tender, particularly the number of attachments and their size.
The red cross icon appears after setting the permissions, see the chapter “Tender authorisation”, for
invalidation of the tender, also see the following chapter “Invalidation of electronic tender”.

E Sent electronic tenders / requests to participate

Sent electronic tenders

Participant name Was sent by State Delivery date Action

Dodavatelska organizace Favla Novak delivered 23.02.2017 09:39:49 pel

Figure 51: Overview of sent electronic tenders or requests to participate

The system also notifies the contractors about successful sending of the tender / request to participate
through automatically generated messages:

home » received messages » Receipt of electronic tender

Received message - system notice

Procurement procedure Stavba domu
Sender System
Sender organization QCM s.r.o. [CIN: 25252626]
Recipient Movak Pavla
Date 23.02.2017 09:39:57
Subject Receipt of electronic tender

Receipt of your electronic tender was successful. Details can be found on public contract detail.

You can gradually change the tender status depending on the tasks of the contracting authority:
« delivered — tender was properly delivered to the contracting authority,
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« invalidated — the contractor has invalidated an earlier sent tender,

« delivered after time limit — the tender was delivered after the tender submission deadline and was
thus automatically excluded,

- open — the contracting authority has opened the tender,

- complete — the contracting authority after checking the tender has designated it as complete and shall
subsequently evaluate it,

- incomplete — the contracting authority after checking the tender has designated it as incomplete and
excluded it from evaluation,

Within the framework of one procurement procedure, the contractor may submit only one electronic tender,
or electronic request to participate (also see the following chapter “Invalidation of electronic tender”). Any
signed-in user from the contractor organisation with electronic signature can send electronic tender, or
request to participate.

The above-stated applies analogously to the requests to participate sent through the E-ZAK system.

You can send a tender in demo mode at any time to verify the correctness of your browser and system
settings and electronic signature, see the chapters “Tender submission test” and “Environment test™.

Signature without Java applet

If permitted in the given E-ZAK and your browser supports signature without Java applet, this option is
selected automatically also for encryption of the tender and the Attachments section in this case thus
contains the standard button for selection of the file from your computer. After its selection, the file is
encrypted immediately and transferred to the server. You are informed about progress as shown in figure 52.
Wait till the file is completely transferred to the server and its appearance on the list of Attachments:. After
which you can select the next file as an attachment, or continue to sign and submit the tender.

Attachments

Attachments: No attachments!

New file: 3, file is being encrypted and transferred: 92.72%

The maximum individual file size: ca. 38 MB

o

Figure 52: Progress of data encryption and transfer to the server without using Java applets

If a web browser type and version that supports both options is detected, then the system primarily uses
encryption and signature without applets and in addition, there is a possibility to display the option to switch
to the variant with Java applets at the beginning:

Tender

delete the content of the tender
% = For your browser is also available the original methed of encryption and
encrypt and sign using JAVA applets signing using java applets; in terms of the electronic tenders/requests

and electronic signature it is the equal choice.
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Encryption and signature within the tender must be done in one way, if you want to use Encrypt and sign

using JAVA applets, you must do so before actually filling in the tender and attachments. Selection of the

method of encryption and signature can be opened again using the delete contents of the tender button on
the page for its creation.

If encryption or signature without Java applets is not available although your browser supports it,
contact the operator to ascertain whether it is possible to activate this functionality for the given E-
ZAK.

By clicking the continue button at the bottom (see, for instance, figure 49) you jump to the page for
electronic signature of the tender, to which you will need a valid electronic signature based on a qualified
certificate. At the end, the system verifies the validity of this signature. The details to the electronic signature
are given in the chapter “Electronic signature”.

Entering values in the tenders

Within the individual tender procedures, the contracting authority may stipulate that the contractor must
enter the values of the criteria when submitting the tender (see figure 53) — the contractor must then fill in
the values of the criteria directly within the framework of creation and submission of an electronic tender
through E-ZAK.

Message

Procurement procedure: Stavebni prace Sokolov
Sender: Pavla Novak
Recipient: The person respensible for the receipt of tenders

Subject: Tender

Text: Our offer is in the attachement

Criteria values

MejiniZsi cena 238795 KE
Reference 5 ks

generate PDF

infa: if necessary, insert the generated FOF to the tender affachments
Figure 53: Form for setting the tender including input of the values of the evaluation criteria.

If the contracting authority so stipulates, it is not possible to send an electronic tender without valid input of
these values.
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Two-envelopes tenders

If contracting authority sets two-envelopes tender, contractors must select, which attachment is part of the
second envelope ( conditions are set by contracting authority in procurement documents ).

Attachments

WARNING! Contracting authority have set two-envelopes form of electronic tenders. Attachments
containing information about tender price or cost must be included into the second envelope. In other
attachments (not included in the second envelope) must not these information appear!

Attachments: remove | filename 2?152?012
tender.docx (13 443 bytes) i
Remove selected
Mewy file: | Prochézet... |Soutu:|r nevybran.

The maximum individual file size: ca. 38 MB

Cancellation of the electronic bid/participation request

An already sent, or delivered electronic tender or request to participate can be invalidated within the deadline
for submission of the tender/request to participate and thus get an opportunity to send a new tender/request to
participate within the stipulated time limit. The contracting authority shall not have access to the content of
such an invalidated electronic tender/request to participate.

Invalidation may be done for the contractor only by a user with “invalidate tender, request to participate”
permission, see the chapter “Permission to participate in procurement procedure”. Invalidation is done using
the “red cross” icon, see figure 51.

Sending of electronic tenders for a public contract in lots

On the E-ZAK, the contracting authority may announce a public contract divided into lots (hereinafter
referred to as public contract in lots) for realisation in two ways:

1. the public contract is divided into lots within one procurement procedure,
2. the public contract is divided into lots, which shall be realised in separate procurement
procedures.

While in the case of the second type of public contract, the tenders are submitted separately for each lot, for
the first type where the lots are within one procurement procedure, the tenders for the individual lots are
submitted at the same time.

The difference between the individual types can be seen, for instance, in the block “Lots of public contract”,
see figures 54 and 55.
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E Lots of public contract

# Title Estimated value State

1. Cést 1 50 000 KE without VAT Main procedure is running
2. Cést 2 50 000 K¢ without VAT Main procedure is running
3, Cdst 3 20 000 KE without VAT Main procedure is running

E Lots of public contract

Title Estimated value Phase Date of commence [i]
s 1 000 000 KE without VAT Receipt of tenders 02.01.2017
3 1 000 000 KE without VAT Receipt of tenders 02.01.2017

Figure 54: Display of the public contract lots within one procurement procedure.
Figure 55: Display of the public contract lots as separate procurement procedures.

For public contracts in lots within one procurement procedure, the “send tender” button is available only on
the detail of the main procedure. In the form for creation of the tender, informative text is subsequently

displayed that it is possible to submit only one tender either in one or more (all) parts of the public contract,
see figure 56.

Tender

.info
You can only submit one tender, either to one or more (all) lots. By selecting the checkbox you accept the

tender submission to the selected lots of the procurement procedure. If you miss the lot where you want to
submit a tender, it is necessary to invalidate the tender and submit a whole new one.

delete the content of the tender

[ .I\;Iessage |

Procurement procedure: msk Casti
Sender: Pavla Novak
Recipient: The person responsible for the receipt of tenders
Subject: Tender

Text:

Lots of public contract |

Selected public contract lots:
[C] Gast1
[¥] Cast2
[ Cast3

generate PDF

info: if necessary, insert the generated FDF to the tender attachments
Figure 56: Form for submission of tender to public contract in lots within on procurement procedure.
In the event that you will desire to send a new tender for a different lot, or edit an already sent tender, you

must first invalidate it, see the chapter Invalidation of electronic tender/request to participate, and
subsequently send the entire tender again for all the required lots.
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Problems with submission of an electronic tender or request to
participate

Problems may arise mainly for reason of the large data volume of the attached file or blocking of
communication between the encryption applet and page for preparation of the tender:

«  After selection of the file via the dialogue in figure 50, the encryption fails to run to 100% — this
situation occurs mainly in a case where the file is so large that it exceeds the maximum permissible
size for an individual attachment file. This situation can be solved by reducing the file size or
dividing the initial document into two smaller documents.

« The file is not attached to the list of attachments after encryption. The reason is non-permitted
communication between the encryption applet and page for preparation of the tender. In the case of
Java 7 update 25 to 67, it is necessary either to update to a newer version, or lower the Java Security
Level to Medium. In the case of Java 8, it is necessary to reduce the Java Security Level to High, or
insert the URL link of E-ZAK into the exceptions configuration of Java (Exception Site List). In
such case, it is necessary to sign out of the system, close all browser windows, re-run the browser
and then correctly permit running of the encryption applet.

«  Further problems may arise for reasons described in the chapter E-ZAK system operating
requirements.

Dynamic purchasing system

You can view the list of established dynamic purchasing systems (hereinafter referred to as the DPS) by
clicking “DPS” in the left menu. You view the detail of any DPS by clicking its name.

Overview of dynamic purchasing systems

Display: @ All O User Department Organization
Filter by DPS phase: 0Ongoing ¥

Date of . Date of

Title 7 start termination v, Shate
DNS-kategorie-liberec 28.04.2017 28.04.2021 Implementation
DNS-zavedeni zkouska-liberec 28.04.2017 28.04.2021 Implemented
ahjk 14.02.2017 28.02.2017 Implemented
DNS 02.02.2017 09.02.2018 Implementation
DNS 07.11.2016 18.11.2018 Implemented

The DPS detail is very similar to the public contract detail (see the chapter “Overviews and detail of public
contracts” and related items). Here, you will find similar blocks such as Information about the DPS,
Procurement documents, Explanation, supplementation or change of procurement documents, My messages
to DPS, Individual communication, Public documents, etc. Only DPS subsequently has own specific blocks
“Sent request to participate in DPS” and “Public contracts in DPS”.

The contracting authority may divide the DPS into, so-called, categories. In such case, the contractor when
sending the request to participate must mark the category/categories of the request to participate he is
submitting.

Requests to participate

For the duration of the deployment of the DPS (Implemented or Deployed phase), any registered user who is
signed in can send a request to participate, which signs in, qualifies to the DPS. The “send request to
participate” button at the top right side of the DPS is used for this.
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During download of this page, you may be requested for permission to run the Cipher Java applet that is
intended for encryption of the bid content, respectively, request for participation in the browser. It is
necessary to allow its execution, i.e. click the “Run” button in the dialogue shown in figure 47. In this
dialogue, you can check “Do not show this again for apps from the publisher and location above”, if you do
not want to be queried next time to give permission for the given E-ZAK.

In the event that the applet is used to secure (encrypt) the website, whose certificate is not stored in your
browser, you may first be queried to permit download of the applet from this website — see dialogue in figure
5. In such case, click Continue. (However, the correct solution is verification and import of the certificate of
the server on which the website is running).

Depending on the Java version, you may also be prompted to allow communication of the encryption applet
with the page for preparation of the tender (LiveConnect technology is used) — in the dialogue from the
figure 48, you must click No (do not block running), respectively, Allow. In this dialogue, you can check “Do
not show this again for apps from the publisher and location above”, if you do not want to be queried next
time to give permission for the given E-ZAK.

After successful signature and sending, the sent request to participate is displayed in the DNS detail in the
block “Sent requests to participate”. The name of the user who sent the request to participate is shown here,
also status and date of delivery. The statutory period within which the contracting authority must open and
evaluate your tender is now running.

For the duration of the DPS, the contractor can send his request to participate at any time and for this reason,
the “send request to participate” button in the DPS detail is available for the entire period when the DPS is
deployed. The contracting authority subsequently re-assesses such a new request to participate and according
to the result, he can invalidate the earlier request to participate.

Public Contracts in DPS

In the DPS detail, the block “Public Contracts in DPS” shows the public contracts entered in the given DPS.
The contractors who were already assigned to the given DPS at the time of the invitation, may subsequently
submit electronic tenders in the Receipt of tenders phase within these public contracts. A contractor who is
interested in participating in such a public contract and is not assigned to the given DPS, must within the
stipulated period first submit a request to participate, see the preceding chapter “request to participate”. In
the detail of the procurement procedure in the “Information on public contract” block is a link to the
appropriate dynamic purchasing system, see figure 57.

Verejna zakazka: VZ z DNS 23.9.2016

poslat nabidku
5 Lo vpriee

DBID: 5823 faze zadavaciho fizeni

Systémové Eislo VZ: P16V00000412

Dle zdékona: €. 134/2016 Sb. Piijem nabidek

Dynamicky nakupni systém: Dodavatelé mohou podévat nabidky (dle druhu

PVDNS 8 2016
Datum zahdjeni: 26.09.2016
Mabidku podat do: 29.09.2016 05:00

zadavaciho fizeni vSichni, nebo pouze vyzvani).

Nazev, druh vefejné zakazky a popis Zadavatel
pFfedmétu .
# Ufedni ndzev: Hlavni zadavatelska
@ Nézev: VZ z DNS 23.9.2016 organizace
& Druh vefejné zakdzky: Dodavky & ICO: 03888207
¥ Postovni adresa:
Strucny popis pfedmétu: Baldovska 583
VZ z DNS 23.9.2016 34401 DomaZlice 1

¥ Nazev odboru: IT

Postup zadani, predpoldadana hodnota & Id profilu zadavatele ve VWZ: 346636

& Postup: vefejna zakazka v DNS

zahajens vyzvou Adresa kontaktniho mista

Y S i SH s S [ NS

Figure 57: Link between the pubiic contract and conespond{ng DPS

For public contracts in DNS, it analogously applies just as applies to other public contracts in E-ZAK, see
the chapter “Overviews and detail of public contracts”.
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New public contracts alerts

This is an extension of the system (selected by the contracting authority), where the user for lucidity sees the
item New public contracts alerts in the left menu. After clicking it, a page appears that contains instructions

and options for input of the e-mail address to which the e-mail messages containing the new public contract

alerts shall be sent. It is then possible to opt out of this service using a link in any of the new public contract

alerts e-mails.

home = sign up

New contracts alerts

In case you want to be notified on new published procurement procedures (public contracts), please fill out your email
address.

Each time a new procurement procedure is published an email with basic information about the public contract (title, brief
description, publication date, website link) will be sent to you. The service can be deactivated at any time via a link in the
information email.

Email address for sending information:

If you want to be notified on selected newly published procurement procedures only (public contracts), select below the
desired combination of the specific parameters - you'll be notified only on contracts fulfilling all the criteria you have
selected (within the single parameters any of selected values):

Filter
Type of public contract:

Place of performance:

Organization / organization
unit:
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FAQ - frequently asked questions

Due to some recurrent queries, we state the answers to the most frequent queries in this chapter. You will find
the actual overview at the address http:/www.ezak.cz/faq.

Question
I have an electronic signature, but I cannot register/my signature is not accepted.
Answer

According to the requirements of Act No. 134/2016 Coll., on Public Procurement, the E-ZAK application
works with a valid electronic signature based on a qualified certificate.

These certificates are currently issued only by three accredited certification authorities in the Czech
Republic and only their qualified certificates can be used in the E-ZAK system:

» PostSignum QCA - Ceské posta

» eldentity
» Prvni certifikacni .CA

Question

I have a qualified certificate from I.CA issued as Twins, but in spite of this, I cannot register/my signature is
not accepted.

Answer

The Twins product from I.CA is simultaneous issue of a commercial and qualified certificate. If you have
both of them registered in the system, it is possible that E-ZAK has access only to the commercial
certificate. Remove the commercial certificate from the system and leave only the qualified certificate in the
system.

Question
The signature applet shows the message "Incorrect certificate password"
Answer

If your qualified certificate is password protected, it is necessary to enter it in the "Password:" field in the
signature applet.

If you are sure that you know the correct password, but the signature applet reports a password error, ensure
that you do not use the SHIFT key to enter the numerals when entering the password (in the case of the
Czech keyboard). Some Java versions have a problem with this. Use the numerical keys on the keyboard or
switch to the English keyboard.

47



http://www.ica.cz/
http://www.eidentity.cz/
http://qca.postsignum.cz/
http://www.ezak.cz/faq

E-ZAK — electronic public procurement tool

Question
I am a registered contractor, but I cannot download the procurement documents for public contracts.

Answer

If the procurement documents are provided on demand, it is necessary after sign in to the E-ZAK system in
the case of the given public contract to first request for access to such documents. This function is under the
"Send request" button in the "Public Tender Contractual Documents" section. If this button is not available,
it is no longer possible to request procurement documents since this does not correspond to the phase of the
given procurement procedure.
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